How to create a chat
In this article let’s take a look at how to create a chat with an authorization based on PHP and with using the comet-server. Our PHP chat would be work by a websocket technology. For connection PHP and websocket server we need to use PHP comet API.
The first example – it is a HTML chat script which will work without any sign up and can be embed in any HTML page. It will be first because it’s a simplest variant of the chat using comet-server. Than we will create a chat for the site based on PHP with users’ authorization and notifications about user status (online or offline).
In this article is considered the way of creating chat where all users can communicate in one general room. If you want to use a private chat (one on one communication between two users), you can read about a chat plugin for private chatting.
An example of creation a simple chat based on PHP
First of all, let’s talk about channels (pipes) on the comet-server. A channel – it’s a named stream of messages in which you able to send messages and, for example, subscribe on that messages which was sent by other users.
If we want take a look at a simplest chat script, so we need to use only one channel. All users will subscribe on messages from this channel and for adding messages to chat you can just send these messages into a channel.
Here you can explore a working principle of this chat:
1. All messages from all users will be send to general channel  web_chat_pipe.
2. The structure of message contains a text of the message and a name of sender.
3. All users involved in this chat are subscribers of the chat’s channel. All of received messages will be displayed in the tape of messages.
Footnote: in the following examples will be used JQuery library.
First of all, let’s talk about work of simple chat’s script. Further you can explore a full snippet of code than you can learn about it in more detail. First you need to note this is what users chatting here using only the comet-server. It is, therefore, there are a number of shortfalls which do from this chat a simplified training model.
The main shortcomings:
1. There is no possibility to ban some user.
2. There is no authorization and it allows anyone introduce ourselves by anybody.
The main advantages:
1. This chat is very simple to implement (there is only JavaScript without using PHP).
2. The installation process is simple too.

<!DOCTYPE HTML>
<head>
<title>Comet Server - Пример php чата</title>
<script language="JavaScript" type="text/javascript" src="https://comet-server.ru/template/Profitable_site/js/jquery-2.0.3.min.js" ></script>
<script language="JavaScript" type="text/javascript" src="https://comet-server.ru/CometServerApi.js" ></script>
</head>
<body>
    <div id="WebChatFormForm" ></div> 
    <input type="text" id="WebChatNameID" placeholder="Укажите ваше имя..." > <br>
    <textarea id = "WebChatTextID" placeholder = "Отправьте сообщение в online чат..." ></textarea><br>
 
    <input type="button" onclick="web_send_msg();" value="Отправить" >
    <div id="answer_div" ></div>
 
    <script>
         // Sends a message to the chat
         function web_send_msg()
         {
             // Getting values from input elements
             var text = $("#WebChatTextID").val(); //Getting text message 
             var name = $("#WebChatNameID").val(); // Getting username
 
             //Clearing a field with text message
             $("#WebChatTextID").val("");  
 
             //Adding a sent message to the list of messages 
             $("#WebChatFormForm").append("<p><b>"+name+": </b>"+text+"</p>");
 
             //Sending a message to the channel
             CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name});
         }
         //This function will execute after page is fully loaded  
         $(document).ready(function()
         {
             CometServer().start({dev_id:1}) //Try to connect to the comet-server 

             // Try to subscribe on channel in which will be send chat messages
             CometServer().subscription("web_chat_pipe", function(msg)
             {
                console.log(msg)
                 //Adding received message to the list of messages
                 $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
             });
 
             // Try to subscribe on channel in which will be send notifications about delivering status of chat messages
             CometServer().subscription("#web_chat_pipe", function(p)
             {
                console.log(p)
                 $("#answer_div").html("Message was delivered to the recipient"+p.data.number_messages+" "+p.data.error);
             });
         });
    </script>
</body>
</html>
Online demo
So, now we can take a look at all snippets of this script separately:
A function web_send_msg sends a message to the chat.
     function web_send_msg()
     {
         // Getting values from html input elements
         var text = $("#WebChatTextID").val(); //Getting text message 
         var name = $("#WebChatNameID").val(); // Getting username
 
         // Clearing a field with text message
         $("#WebChatTextID").val("");  
 
         // Adding a sent message to the own list of messages
         $("#WebChatFormForm").append(">p<>b<"+name+": >/b<"+text+">/p<");
 
         // Sending a message to the channel
         CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name});
     }
Quick tip: a line $(«#WebChatFormForm»).append(«<p><b>»+name+«: </b>»+text+«</p>»); adds printed message in our chat tape so that it will be handy to reread all messages.
What about call CometServer().web_pipe_send(«web_chat_pipe», {«text»:text, «name»:name}); - it produces a sending of our message to all participants of current online chat. The first variable is the channel name in which we will send our message, the second – is this message which contains username and message text. 
Pay your attention that channel name (web_chat_pipe) begins with prefix “web_”. Anyone can send a message from JavaScript to those channels which name begins from “web_”. In some cases, it thereby is reducing the use of the server. 
So, let’s see a second part of our chat script:
The following code will execute only once while page is still loading. Here we can subscribe to the channel to getting messages from chat and will be able to appoint a function-handler to getting a report about message’s status of delivery.
$(document).ready(function()
 {
     CometServer().start({dev_id:1}) //Connecting to the comet-server
 
     // Try to subscribe on channel in which will be send chat messages
     CometServer().subscription("web_chat_pipe", function(msg)
     {
         // Adding received message to the list of messages
         $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
     });
 
     // Try to subscribe on channel in which will be send notifications about delivering status of chat messages
     CometServer().subscription("#web_chat_pipe", function(p)
     {
         $("#answer_div").html("Message was received "+p.number_messages+" by the recipients. "+p.error);
     });
 });
This call
CometServer().start({dev_id:1})
executes a connection to the comet-server. You must to transmit dev_id like an own public developer’s key. 
The next snippet of code means that a function-handler will be call every time when into the channel web_chat_pipe would be a new income message. The first variable is a channel name, and the second – is a function-handler.
CometServer().subscription("web_chat_pipe", function(data)
 {
     //Adding a received message to the list of messages.
     $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
 });
A variable which transmitted firstly and contained information about message and current message is transmitted to the current function-handler.
There are formats of incoming messages. A field data contains those data which we were sent as message and a field server_info contains information which would be add the comet-server to our message.
data: 
    name: ""
    text: ""
 server_info:
    event: "undefined"      //Event name 
    history: false          // If “true” than this is those data that were download from channel’s history, not incoming
    marker: undefined       //A special ID, implemented only when history=true 
    pipe: "web_chat_pipe"   //Channel name which was addressed current message
    user_id: 0              //Sender’s ID. If ID=0 than it was not override. It will be send automatically if user were preauthorized on the comet-server. 
In such case we are waiting for message which we already have known how to send by the call
CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name}); 
Some theory about how to handle exceptions we will explore later. The following snippet of code appoints a function-handler to getting a report about message’s status of delivery.
CometServer().subscription("_answer_to_web_chat_pipe", function(p)
 {
     $("#answer_div").html("Message was delivered"+p.data.number_messages+" to the recipient "+p.data.error);
 });
There the first variable is a line where the first symbol is # and after it stands channel’s name which we are waiting for report about. Read this report we can explore how many users were get it message and we can found any errors during whole process was working.
How to create a chat with an authorization
In the last script example of small chat each of us can called of any name but in practice this strategy doesn’t work so properly. So we can take a look at a chat with authorization (based on PHP).  
Here is an online demo for a chat with an authorization. So, now we can take a look at general algorithm which provides a correct work of the current chat:
· Firstly we can see an authorization chat window;
· At the moment of authorization is sends an a authorization key to the comet-server and to the user’s page;
· A user connects with the comet-server via webSockets and transmits its ID and a key;
· The comet-server is equaling incoming data from this user with received from PHP and if the result = true it means that authorization was successful;
·  After that is performing an exchange with data as was mentioned below but in this case with message the comet-server checking a unique user’s ID too.
That’s all. Now user can’t use inappropriate data to log in.
A snippet of code of chat (based on PHP)
<?php
 
 //Users list (there was used a massive but not a database to do this example not so complicated) 
$users = Array(
    "victor"=> Array("pass" => "qwerty", "id" => 1, "name" => "Victor"),
    "dimon"=> Array("pass" => "qwerty", "id" => 2, "name" => "Dimon"),
    "olga"=> Array("pass" => "qwerty", "id" => 3, "name" => "Olya"),
    "kate"=> Array("pass" => "qwerty", "id" => 4, "name" => "Katya"),
    "masha"=> Array("pass" => "qwerty", "id" => 5, "name" => "Masha"),
    );
 
 //List of checking ID and username
$usersPublicData = Array( 1 => "Victor", 2 => "Dimon", 3 => "Olya", 4 => "Katya", 5 => "Masha",   );
 
//Starting PHP session 
session_start();
 
//Including an API comet-server library
include "./CometServerApi.php"; 
 
/**
 *Perform an authorization on the comet-server 
 *The second parameter it’s your public ID
 *The third parameter it’s your secret key
 */
$comet = mysqli_connect("app.comet-server.ru",
                        "15", "lPXBFPqNg3f661JcegBY0N0dPXqUBdHXqj2cHf04PZgLHxT6z55e20ozojvMRvB8", "CometQL_v1");
 
//If receive a command to deleting current session
if( isset($_GET["exit"]))
{   
    echo "You was left php chat. <a href="/" >Go to an authorization form</a>";
 
    if(isset($_SESSION["userName"]))
    {
        //Notify all users about user’s status 
        mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userExit', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $_SESSION["userName"] )))."')");  
    }
 
    session_destroy();
    exit;
}
 
//If we get a variables login and pass, let’s perform an authorization
if( isset($_GET["login"]) &&  isset($_GET["pass"]))
{ 
    if( !isset($users[$_GET["login"]]))
    {
        echo "This user is not exist in database";
        header("Location: /");
        exit;
    }
 
    if(  $users[$_GET["login"]]["pass"] !== $_GET["pass"] )
    {
        echo "Password is incorrect";
        header("Location: /");
        exit;
    }
 
    //Notify all users that a new user is online 
    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userLogin', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $users[$_GET["login"]]["name"])))."')");    
 
    //Generate an authorization key for uses (max length – not more 32 symbols). 
    $userCometHash =  md5("Data for hash".date("U"));
 
    //Try to inform the comet-server with an authorization key
    mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
 
    echo "<pre>";
    echo $userCometHash."\n";
    echo "</pre>";
 
    //Adding to the session user’s data
    $_SESSION["userHash"] = $userCometHash;
    $_SESSION["userId"] = $users[$_GET["login"]]["id"];
    $_SESSION["userLogin"] = $_GET["login"];
    $_SESSION["userName"] = $users[$_GET["login"]]["name"];
 
    echo "Authorization was successfully done. <a href="/" >Go to chat</a>";
    exit;
}
 
?>
<!DOCTYPE HTML>
<head>
    <title>A simple chat based on PHP</title>
    <script language="JavaScript" type="text/javascript" src="https://comet-server.ru/template/Profitable_site/js/jquery-2.0.3.min.js" ></script>
    <script language="JavaScript" type="text/javascript" src="https://comet-server.ru/CometServerApi.js" ></script>
</head>
<body>
 
    <?php 
    if( !isset($_SESSION["userLogin"] ))
    { ?>
    <h1>Authorization form</h1>
    <form action="" method="GET">
        <input type="text" placeholder="Set your login" name="login" value="victor"> <br>
        <input type="text" placeholder="Set your password" name="pass" value="qwerty" ><br>
 
        <input type="submit" value="Log in" >
        <pre>
            Suggested names: victor, dimon, olga, kate, masha
        </pre>
    </form>
    <?php
    }
    else
    {
    ?>
        <div id="WebChatFormForm" ></div> 
        Your username <?php echo $_SESSION["userName"]; ?><br>
        <textarea id= "WebChatTextID" placeholder= "Send message"></textarea><br>
 
        <input type="button" onclick="web_send_msg();" value="Send" >
        <div id="answer_div" ></div>
 
        <a href="?exit">Exit</a>
    <?php
    }
    ?>
    <script>
    //Info about all users (contains a pair ID-password) 
    var usersPublicData = <?php echo json_encode($usersPublicData); ?>;
    var myName = "<?php echo $_SESSION["userName"]; ?>";
 
    //Sends a message to the chat
    function web_send_msg()
    {
        //Getting input values
        var text = $("#WebChatTextID").val(); //Getting message text
 
        //Clearing a field with message text
        $("#WebChatTextID").val("");  
 
        //Adding sent message to the list of messages
        $("#WebChatFormForm").append("<p><b>"+myName+": </b>"+text+"</p>");
 
        //Sending message to the chat channel
        CometServer().web_pipe_send("web_php_chat", {"text":text});
    }
 
    //A function would execute after page is will be fully loaded 
    $(document).ready(function()
    {
        //Connecting to the comet-server 
        CometServer().start({dev_id:15, // Your ID
            user_id:"<?php echo $_SESSION["userId"] ?>", // User’s ID
            user_key:"<?php echo $_SESSION["userHash"] ?>"})  //User’s key
 
        // Try to subscribe on channel in which will be send chat messages
        CometServer().subscription("web_php_chat", function(msg)
        {
           console.log(msg)
 
           var name = "Anonymus";
           if(msg.server_info.user_id > 0)
           {
               name = usersPublicData[msg.server_info.user_id];
           }
            //Adding delivered message to the list of messages 
            $("#WebChatFormForm").append("<p><b>"+name+": </b>"+msg.data.text+"</p>");
        });
 
        // Try to subscribe on messages about users’ status (send from PHP)
        CometServer().subscription("loginPipe.userLogin", function(msg)
        {
            //Adding a notification to the tape of messages
            $("#WebChatFormForm").append("<p>User <b>"+msg.data.name+"</b> is online</p>");
        });
 
        // Try to subscribe on messages about users’ status (send from PHP)
        CometServer().subscription("loginPipe.userExit", function(msg)
        {
            // Adding a notification to the tape of messages
            $("#WebChatFormForm").append("<p>User <i>"+msg.data.name+"</i> is gone offline</p>");
        });            
 
        // Try to subscribe on report about message’s status of delivery
        CometServer().subscription("#web_php_chat", function(p)
        {
           console.log(p)
            $("#answer_div").html("A message was delivered to  "+p.data.number_messages+" users "+p.data.error);
        });
    });
</script>
</body>
</html>
So let’s take a look at this chat based on PHP in more detail:
For implementation an authorization in this chat based on PHP we should have users database and some back-end to work with this database. Because it is a demo example, so we would set a massive which will contain names and keys for 5 test users, instead of handling users’ logins and passwords in MySQL database.
//Users list, there is using a massive
$users = Array(
    "victor"=> Array("pass" => "qwerty", "id" => 1, "name" => "Victor"),
    "dimon"=> Array("pass" => "qwerty", "id" => 2, "name" => "Dimon"),
    "olga"=> Array("pass" => "qwerty", "id" => 3, "name" => "Olya"),
    "kate"=> Array("pass" => "qwerty", "id" => 4, "name" => "Katya"),
    "masha"=> Array("pass" => "qwerty", "id" => 5, "name" => "Masha"),
    );
 
 // An accordance list (name/ID)
$usersPublicData = Array( 1 => "Victor", 2 => "Dimon", 3 => "Olya", 4 => "Katya", 5 => "Masha",   );
A connection key from PHP to the comet-server. Next we should set a key and a password 
$comet = mysqli_connect("app.comet-server.ru", "15", "lPXBFPqNg3f661JcegBY0N0dPXqUBdHXqj2cHf04PZgLHxT6z55e20ozojvMRvB8", "CometQL_v1"); 
A second parameter – it is public developer’s ID, a third - secret developer’s key.
The next snippet of code:
//If we get a command to destroy a session
if( isset($_GET["exit"]))
{   
    session_destroy();
    echo "You was left a chat <a href="/" >Go to an authorization form</a>";
 
    //Notify all users about user is gone offline
    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userExit', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $_SESSION["userName"] )))."')"); 
    exit;
}
When user pushes a link to exit a chat we can delete a current session and send to all users message about it. Here loginPipe- it is a channel name, userExit – it is an event name.
Pay your attention that a notification channel named loginPipe don’t consist of prefix “web_” so you can send message to this channel only with using CometQL and with unique secret developer’s key.
An authorization of users in a chat
First of all we should take a look at a code which checks login and password, than would be a notification about users’ status.
// If we get variables login and pass than perform an authorization query
if( isset($_GET["login"]) &&  isset($_GET["pass"]))
{
    if( !isset($users[$_GET["login"]]))
    {
        echo "Such user is not exist in a current database";
        exit;
    }
 
    if(  $users[$_GET["login"]]["pass"] !== $_GET["pass"] )
    {
        echo "Password is incorrect";
        exit;
    }

    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userLogin', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $users[$_GET["login"]]["name"])))."')");    
 
    // Try to generate an authorization key for uses (max length – not more 32 symbols).
    $userCometHash =  md5("Соль для хеша ".date("U"));
 
    // Try to inform the comet-server with an authorization key

    mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
 
    echo "<pre>";
    echo $userCometHash."\n"; 
    echo "</pre>";
 
    // Try to add data about new user
    $_SESSION["userHash"] = $userCometHash;
    $_SESSION["userId"] = $users[$_GET["login"]]["id"];
    $_SESSION["userLogin"] = $_GET["login"];
    $_SESSION["userName"] = $users[$_GET["login"]]["name"];
 
    echo "Авторизация прошла успешно. <a href="/" >Перейти к чату</a>";
    exit;
}
To variable $userCometHash is generating a key (max lengths = 32 symbols). And this key we can use at the next step with user’s ID:
//Try to generate an authorization key for uses (max length – not more 32 symbols).
$userCometHash =  md5("Соль для хеша ".date("U"));
 
// Try to inform the comet-server with an authorization key
mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
So now comet-serves has a stable bunch “ID-hash” for which it can identify our user. Also we must to transmit this to user. 
In the next snippet of code we will connect to the comet-server and set our data:
//Connecting to the comet-server
CometServer().start({dev_id:15, //Your public ID
                user_id:"", // User’s ID
                user_key:""})  // User’s key
I think it’s clear with an authorization. So now, please, take a look at getting a notifications about user’s status (online or offline). These messages would send in the same channel but their names is not the same. If we want to use a handler on some event firstly we must to set channel’s name, write a point and set an event name. Therefore the next snipped of code sets a two functions each of which can handle own type of events from the same channel.
// Try to subscribe to online messages
CometServer().subscription("loginPipe.userLogin", function(msg)
{
    // Adding a notification to the tape of messages
    $("#WebChatFormForm").append("<p>User <b>"+msg.data.name+"</b> is online</p>");
});
 
// Try to subscribe to offline messages
CometServer().subscription("loginPipe.userExit", function(msg)
{
    // Adding a notifications to the tape of messages
    $("#WebChatFormForm").append("<p>User <i>"+msg.data.name+"</i> is offline.</p>");
});
That’s all. So it’s easy to say that the comet-server significantly simplified creation of a chat based on PHP.
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Many thanks for this awesome explanation. Unfortunately before connecting a chat script to HTML-page are shown only my notes but not my conversationalist. So how can I fix this problem? May be someone will help me?
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Hello! It’s so hard to understand your problem in such way. Please, give us the address of this page and consult an expert via email – support@comet-server.ru to get some help.
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Hello! How can I realize a simple chat based only on PHP without using of any additional resources? 
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You can do it but you can face with some problems implemented by low capacity.
If you will use AJAX instead of opening a webSocket (this method always called as polling) you will get a lot of pressure of one-time queries. So you will get messages not now but one time in one second.
If you will choose a webSocket (you can also read the article habrahabr.ru/post/209864/) it will be better than use of one-time AJAX queries but it’s hard to implement and it causes a low capacity unlike the comet-server.
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It’s so interesting and very useful! But I can use only a simple chat. The complex one doesn’t work. As the result we only can see contents of file authChat.php. If you know how, please, help me!
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A simple one works with pure JS neither of complex which uses PHP too. If your web server shows only contents of authChat.php so here we can talk about inactive interpreter of PHP code.
Do you try to launch it local or on the hosting? If it’s on the hosting that you can solve this problem only with a hosting company. If it’s local than try to find a solution in the settings of your web server.
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[bookmark: _GoBack]It’s all great! 
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