How to create a chat

In this article, we'll look at how to make a chat with php authorization using the comet server. Our php chat will work on websocket technology. To connect php to a websocket server, you need to use php comet api.

The first example is html chat script for the site, which will work without registering users and easily insert into any html page. We will consider it first by the fact that this is the simplest example of a chat using a comet server, and then based on it, we'll write a chat for the site on php with authorization of users in the chat and notifications entered and left users.

<note>This article discusses the creation of a chat where all users communicate in one common room. If you need a chat room for personal communication between users (dialogue in one-on-one dialogs) then you will be more suitable with [[comet:star-comet-chat|chat private messages plugin]]</note>

An example of creation of the simplest php based chat

The first thing to understand is what the pipes in the comet server are. A channel it’s a named message flow, into which you can send messages and you can subscribe to messages that are sent there by someone else.

If we will consider the simplest chat script for a site, then we need only one channel. All participants subscribe to messages from this channel, and to add a message to the chat simply send a message to the channel.

Here is the work principle of a simple chat for a site:
· All messages from all users are sent to the shared web_chat_pipe channel.
· The structure of the message contains the text of the message and the name of the person who sent the message.
· All users participating in the chat are subscribed to the chat channel, and messages received from it are displayed in the communication stream.
** Note: ** The examples will use the JQuery library.

First of all, let's see how works the simple online chat script. I'll bring all the code right away and then we'll look at it in a detail.

The first thing to note is that in this chat people communicate using only a comet server. This has a number of drawbacks making of the chat a rather forgiven educational model.

Cons:
· There is no ability to ban the user.
· There is no authorization. This allows anyone to introduce themselves as someone else.
Pros:
· It's easy to implement, in fact this is a javascript chat (without of using php).
· It’s easy to install the chat on the site.
   


<code JavaScript chat.html>
<!DOCTYPE HTML>
<head>
<title>Comet Server – An example of php chat</title>
<script language="JavaScript" type="text/javascript" src="https://comet-server.ru/template/Profitable_site/js/jquery-2.0.3.min.js" ></script>
<script language="JavaScript" type="text/javascript" src="https://comet-server.ru/CometServerApi.js" ></script>
</head>
<body>
    <div id="WebChatFormForm" ></div> 
    <input type="text" id="WebChatNameID" placeholder="Specify your name..." > <br>
    <textarea id = "WebChatTextID" placeholder = "Send message to the online chat..." ></textarea><br>
    
    <input type="button" onclick="web_send_msg();" value="Send" >
    <div id="answer_div" ></div>
    
    <script>
         // Sends message to a chat
         function web_send_msg()
         {
             // Getting values from the input elements.
             var text = $("#WebChatTextID").val(); // Getting a message text
             var name = $("#WebChatNameID").val(); // Getting a username
              
             // Clearing the text field 
             $("#WebChatTextID").val("");  
             
             // Adding a sent message to the message list.
             $("#WebChatFormForm").append("<p><b>"+name+": </b>"+text+"</p>");
             
             // Sending a message to the channel 
             CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name});
         }
         
            
         // The function will be executed after the page loading
         $(document).ready(function()
         {
             CometServer().start({dev_id:1}) // Connecting to the comet server 
             
             // Subscribe to the channel to send the chat messages 
             CometServer().subscription("web_chat_pipe", function(msg)
             {
                console.log(msg)
                 // Adding a received message to the list of messages.
                 $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
             });
         
             // We subscribe to the channel where will be sent notifications about the delivery of sent messages 
             CometServer().subscription("#web_chat_pipe", function(p)
             {
                console.log(p)
                 $("#answer_div").html("Message has delivered"+p.data.number_messages+" получателям. "+p.data.error);
             });
         });
    </script>
</body>
</html>
</code>

Online demo

[[https://comet-server.com/doc/example/4|Online demo]]

Well, now let's take a look at the work of the online chat script:

Function web_send_msg sends message to chat.
<code JavaScript>
     function web_send_msg()
     {
         // Getting values from html input elements.
         var text = $("#WebChatTextID").val(); // Getting message text
         var name = $("#WebChatNameID").val(); // Getting username
          
         // Clearing the text field
         $("#WebChatTextID").val("");  
         
         // Adding a sent message to the message list.
         $("#WebChatFormForm").append(">p<>b<"+name+": >/b<"+text+">/p<");
         
         // Sending a message to the channel 
         CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name});
     }
</code>
Here it is necessary to specify that the line: $("#WebChatFormForm").append("<p><b>"+name+": </b>"+text+"</p>"); adds typed message to our chat tape that way so that it was then convenient to reread the messages.  

The call CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name}); 
sends directly our message to all the other members of the online chat. The first parameter is the name of the channel to which we will send the message. The second parameter is the message, containing the sender's name and the message text.

<note important>Pay your attention that the message name (web_chat_pipe) begins from the prefix "web_". You can send message to the certain channel if the message name starts from the prefix "web_" and if you know this name, especially it is due to the users of JavaScript, because it’s easier to do. In some cases this can significantly relieve your own server.</note>

Let’s take a look at the next piece of code:

The following code executes only once while page is loading. Here we can subscribe to the channel to receiving messages from the chat and specify the handler function to get the request about the message delivery.

<code JavaScript>
$(document).ready(function()
 {
     CometServer().start({dev_id:1}) // Connecting to the comet server
     
     // We subscribe to the channel where will be sent notifications about the delivery of sent messages
     CometServer().subscription("web_chat_pipe", function(msg)
     {
         // Добавление полученного сообщения к списку сообщений.
         $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");             // Adding a sent message to the message list.
             $("#WebChatFormForm").append("<p><b>"+name+": </b>"+text+"</p>");
             
             // Sending a message to the channel 
             CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name});
         }
         
            
         // The function will be executed after the page loading
         $(document).ready(function()
         {
             CometServer().start({dev_id:1}) // Connecting to the comet server 
             
             // Subscribe to the channel to send the chat messages 
             CometServer().subscription("web_chat_pipe", function(msg)
             {
                console.log(msg)
                 // Adding a received message to the list of messages.
                 $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
             });
         
             // We subscribe to the channel where will be sent notifications about the delivery of sent messages 
             CometServer().subscription("#web_chat_pipe", function(p)
             {
                console.log(p)
                 $("#answer_div").html("Message has delivered"+p.data.number_messages+" получателям. "+p.data.error);
             });
         });
    </script>
</body>
</html>
</code>

Here the call <code JavaScript>CometServer().start({dev_id:1})</code> executes the connection to the comet server. 

The next snipped of code will be specify the handler function which will be called any time while the channel web_chat_pipe would receive a message. The first parameter is a channel name and the second – is a handler function.

<code JavaScript>
 CometServer().subscription("web_chat_pipe", function(data)
 {
     // Adding a received message to the list of messages.
     $("#WebChatFormForm").append("<p><b>"+msg.data.name+": </b>"+msg.data.text+"</p>");
 });
</code>

The handler function will be held the first parameter – the object which stores the data about the message and such message.

There is the format of incoming messages. The field data contains a data about sent messages. The field server_info contains a data about information which will be add to our message from the comet server.

<code JavaScript>
 data: 
    name: ""
    text: ""
 server_info:
    event: "undefined"      // Event name
    history: false          // If true – this is the data loaded from the channel history but incoming
    marker: undefined       // special identifier which specified when history=true 
    pipe: "web_chat_pipe"   // channel name which will receive a message
    user_id: 0    // sender’s id, it’s not specified if=0. Will be add automatically if user is authorized at the comet server. 
</code>

In this case, regardless of what came to us, we expect that this message for a chat that we have already learned to send with a call <code JavaScript>CometServer().web_pipe_send("web_chat_pipe", {"text":text, "name":name}); </code> 

The error handling will be left for later so as not to inflate the code of examples.

The following code snippet assigns the processing function to the delivery report of the message.

<code JavaScript>
 CometServer().subscription("_answer_to_web_chat_pipe", function(p)
 {
     $("#answer_div").html("Message is sent "+p.data.number_messages+" to recipients. "+p.data.error);
 });
</code>

Here the first parameter is a line where the first character is # and for it the channel name is the report about the message delivery what we are waiting. There we can find out the amount of users which have received our message and a report about the any mistakes. 

How to create a chat with authorization

In the previous example of a mini chat script, anyone can introduce themselves with any name, in most cases in practice this but not in this case. So, let's look at how to create a chat with authorization. If you want to do this you will have to write a part of the chat code on php.

Here you can find [[https://comet-server.ru/doc/example/5/|online demo chat with authorization]]. 

Now we’ll look at the general algorithm of a chat with authorization:

  * Firstly appears the authorization window in the chat.
  * At the time of authorization, an authorization key is sent to the comet server and the user’s page.
  * The user connects to the comet server via webSocets and passes it his key and id.
  * The comet server compares given users’ data and data received from php, and if it true than the authorization considered as passed. 
  * After authorization exchange is the same as in the first example of the chat, but now the comet server adds to the messages user’s id. That’s all. Thus, the user cannot falsify the data and select someone else's name in the chat room as this requires knowing another’s password. 

The example of chat based on PHP

Here all code of the chat example based on php, and then we'll look at it in detail:

<code php authChat.php>
<?php

 // The list of users, instead of the database is used an array for the simplest example
$users = Array(
    "victor"=> Array("pass" => "qwerty", "id" => 1, "name" => "Виктор"),
    "dimon"=> Array("pass" => "qwerty", "id" => 2, "name" => "Димон"),
    "olga"=> Array("pass" => "qwerty", "id" => 3, "name" => "Оля"),
    "kate"=> Array("pass" => "qwerty", "id" => 4, "name" => "Катя"),
    "masha"=> Array("pass" => "qwerty", "id" => 5, "name" => "Маша"),
    );

 // List of matching name to user’s id
$usersPublicData = Array( 1 => "Victor", 2 => "Dimon", 3 => "Olya", 4 => "Katya", 5 => "Masha", );
  
// Starting the php session
session_start();
     
/**
 * Performing the authorization on the comet server 
 * The second parameter is your public developer’s id
 * The third parameter is your secret developer’s key
 */
$comet = mysqli_connect("app.comet-server.ru",
                        "15", "lPXBFPqNg3f661JcegBY0N0dPXqUBdHXqj2cHf04PZgLHxT6z55e20ozojvMRvB8", "CometQL_v1");

// If we get the command to destroy current session 
if( isset($_GET["exit"]))
{   
    echo "If you left a php chat. <a href="/" >Go to the Authorization form </a>";
    
    if(isset($_SESSION["userName"]))
    {
        // We notify everyone that the person has left the chat
        mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userExit', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $_SESSION["userName"] )))."')");  
    }
    
    session_destroy();
    exit;
}

// If we get values login and pass then perform an authorization
if( isset($_GET["login"]) &&  isset($_GET["pass"]))
{ 
    if( !isset($users[$_GET["login"]]))
    {
        echo "This user is doesn’t exist in current database";
        header("Location: /");
        exit;
    }
    
    if(  $users[$_GET["login"]]["pass"] !== $_GET["pass"] )
    {
        echo "Wrong password";
        header("Location: /");
        exit;
    }
    
    // We notify everyone that the person is logged in and is now online in the chat
    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userLogin', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $users[$_GET["login"]]["name"])))."')");    
    
    // We generate the authorization key for the user on the comet server with the length not more than 32 characters.
    $userCometHash =  md5("A salt for the hash".date("U"));
    
    // Inform the comet server with an authorization key 
    mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
    
    echo "<pre>";
    echo $userCometHash."\n";
    echo "</pre>";
    
    // Adding user’s data to the session
    $_SESSION["userHash"] = $userCometHash;
    $_SESSION["userId"] = $users[$_GET["login"]]["id"];
    $_SESSION["userLogin"] = $_GET["login"];
    $_SESSION["userName"] = $users[$_GET["login"]]["name"];
    
    echo "An authorization was successfully passed. <a href="/" >Go to a chat</a>";
    exit;
}

?>
<!DOCTYPE HTML>
<head>
    <title>Simple PHP chat</title>
    <script language="JavaScript" type="text/javascript" src="https://comet-server.ru/template/Profitable_site/js/jquery-2.0.3.min.js" ></script>
    <script language="JavaScript" type="text/javascript" src="https://comet-server.ru/CometServerApi.js" ></script>
</head>
<body>
    
    <?php 
    if( !isset($_SESSION["userLogin"] ))
    { ?>
    <h1>Authorization form</h1>
    <form action="" method="GET">
        <input type="text" placeholder="Set your login" name="login" value="victor"> <br>
        <input type="text" placeholder="Set your password" name="pass" value="qwerty" ><br>
        
        <input type="submit" value="Log in" >
        <pre>
            Suggested names: victor, dimon, olga, kate, masha
        </pre>
    </form>
    <?php
    }
    else
    {
    ?>
        <div id="WebChatFormForm" ></div> 
        Ваше имя в чате <?php echo $_SESSION["userName"]; ?><br>
        <textarea id= "WebChatTextID" placeholder= "Message to the online chat..." ></textarea><br>

        <input type="button" onclick="web_send_msg();" value="Send" >
        <div id="answer_div" ></div>
        
        <a href="?exit">Exit</a>
    <?php
    }
    ?>
    <script>
    // General information about users (contains id\password chain)
    var usersPublicData = <?php echo json_encode($usersPublicData); ?>;
    var myName = "<?php echo $_SESSION["userName"]; ?>";
    
    // Sends message to the chat
    function web_send_msg()
    {
        // Getting input values
        var text = $("#WebChatTextID").val(); // Getting message text

        // Clearing the text field

        $("#WebChatTextID").val("");  

        // Adding a sent message to the message list.
        $("#WebChatFormForm").append("<p><b>"+myName+": </b>"+text+"</p>");

        // Sending a message to the channel
        CometServer().web_pipe_send("web_php_chat", {"text":text});
    }

    // The function will be executed after the page loading
    $(document).ready(function()
    {
        // Connecting to the comet server
        CometServer().start({dev_id:15, // Your public id
            user_id:"<?php echo $_SESSION["userId"] ?>", // user’s id 
            user_key:"<?php echo $_SESSION["userHash"] ?>"})  // user’s key

        // Subscribe to the channel to send the chat messages
        CometServer().subscription("web_php_chat", function(msg)
        {
           console.log(msg)
           
           var name = "Anonymus";
           if(msg.server_info.user_id > 0)
           {
               name = usersPublicData[msg.server_info.user_id];
           }
            // Adding a sent message to the message list.
            $("#WebChatFormForm").append("<p><b>"+name+": </b>"+msg.data.text+"</p>");
        });

        // Subscribing to the notification about users’ login (is sent from php)
        CometServer().subscription("loginPipe.userLogin", function(msg)
        {
            // Adding notification to the tape of messages
            $("#WebChatFormForm").append("<p>User <b>"+msg.data.name+"</b> entered a chat</p>");
        });

        / Subscribing to the notification about users’ login (is sent from php)
        CometServer().subscription("loginPipe.userLogin", function(msg)
        {
            // Adding notification to the tape of messages
            $("#WebChatFormForm").append("<p>User <b>"+msg.data.name+"</b> left a chat</p>");
        });            
        
        // Subscribing to the delivery report 
        CometServer().subscription("#web_php_chat", function(p)
        {
           console.log(p)
            $("#answer_div").html("The message was received by "+p.data.number_messages+" people "+p.data.error);
        });
    });
</script>
</body>
</html>
</code>

Now let’s take a look at this snippet of code in more detail:

To implement authorization in php chat, we need to have a user database and some backend to work with this database. Since this example is a demo, and the aim of the example is to teach how to work with the comet server, instead of storing the logins and passwords of chat users in the mysql database we will specify an array where would hardly write the names and passwords for 5 test users of php chat.

<?php

 // The list of users, instead of the database is used an array for the simplest example
$users = Array(
    "victor"=> Array("pass" => "qwerty", "id" => 1, "name" => "Виктор"),
    "dimon"=> Array("pass" => "qwerty", "id" => 2, "name" => "Димон"),
    "olga"=> Array("pass" => "qwerty", "id" => 3, "name" => "Оля"),
    "kate"=> Array("pass" => "qwerty", "id" => 4, "name" => "Катя"),
    "masha"=> Array("pass" => "qwerty", "id" => 5, "name" => "Маша"),
    );

 // List of matching name to user’s id
$usersPublicData = Array( 1 => "Victor", 2 => "Dimon", 3 => "Olya", 4 => "Katya", 5 => "Masha", );
</code>

The snippet of code for connection to the comet server from PHP. We set the password and the key for the comet server. 

<code php>
$comet = mysqli_connect("app.comet-server.ru", "15", "lPXBFPqNg3f661JcegBY0N0dPXqUBdHXqj2cHf04PZgLHxT6z55e20ozojvMRvB8", "CometQL_v1"); 
</code>

The second parameter is your [[comet:dev_id| public developer’s id]].
The third parameter is your [[comet:dev_id| secret developer’s key]].

The snipped of code which can handle user’s logout from the php chat:
<code php>
// If we get the command to destroy current session
if( isset($_GET["exit"]))
{   
    session_destroy();
    echo " you left a php chat. <a href="/" > Go to the authorization form </a>";
    
    // We notify everyone that the person has left the chat
    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userExit', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $_SESSION["userName"] )))."')"); 
    exit;
}
</code>

When a user clicks on the exit link from the chat, we destroy the session and send a message to all the other participants about this. Here loginPipe is the name of the channel, and userExit is the name of the event in the channel. For convenience, you can send events with different names through one channel.

<note important>Pay your attention that notification channel has the name loginPipe, thus doesn’t have a prefix "web_", this means that this channel can receive only messages from CometQL with secret developer’s key. </note>

Users’ authorization

Now it’s time for user’s authorization in the chat. There is a code for checking the login and password in the beginning, then notifying everyone about the user's login to the chat. And then becomes more interesting.

<code php>
// If we get values login and pass then perform the authorization
if( isset($_GET["login"]) &&  isset($_GET["pass"]))
{
    if( !isset($users[$_GET["login"]]))
    {
        echo "There is no such user in the database";
        exit;
    }
    
    if(  $users[$_GET["login"]]["pass"] !== $_GET["pass"] )
    {
        echo "Password is incorrect";
        exit;
    }
    
    // We notify everyone that the person is logged in and is now online in the chat
    mysqli_query($comet, "INSERT INTO pipes_messages (name, event, message)VALUES('loginPipe', 'userLogin', '".mysqli_real_escape_string($comet,json_encode(Array( "name" => $users[$_GET["login"]]["name"])))."')");    
    
    // We generate the authorization key for the user on the comet server with the length not more than 32 characters.
    $userCometHash =  md5("A salt for the hash".date("U"));
    
    // Inform the comet server with an authorization key
    mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
      
    echo "<pre>";
    echo $userCometHash."\n"; 
    echo "</pre>";
    
   // Adding user’s data to the session
    $_SESSION["userHash"] = $userCometHash;
    $_SESSION["userId"] = $users[$_GET["login"]]["id"];
    $_SESSION["userLogin"] = $_GET["login"];
    $_SESSION["userName"] = $users[$_GET["login"]]["name"];
    
    echo "An authorization was successfully passed. <a href="/" >Go to a chat</a>";
    exit;
}
</code>
To the variable $userCometHash generates a 32-character key. Here, in the next line of code, we send it to the comets server along with the user ID.

<code php>
   // We generate the authorization key for the user on the comet server with the length not more than 32 characters.
    $userCometHash =  md5("A salt for the hash".date("U"));
  
// Inform the comet server with an authorization key
mysqli_query($comet, "INSERT INTO users_auth (id, hash)VALUES (".$users[(int)$_GET["login"]]["id"].", '".mysqli_real_escape_string($comet, $userCometHash)."')"); 
</code>

That’s all. Our comet server is ready to use and has a chain id+hash through which it can identify our user. Now the authorization hash and the id is need to be passed to the user. We will do this in JavaScript when connecting to the comet server.

Here in this code snippet we connect to the comet server and pass there the developer's public id, the user id and his authorization key. It is worth to see where this call is in the source code:

<code php>
// Connecting to the comet server
CometServer().start({dev_id:15, // Your public id
                user_id:"", // user id 
                user_key:""})  // user key
</code>

I think it's clear with authorization. Now let's look at receiving notifications about the entry and exit of users. It's quite simple. Messages about both the input and the output of users are sent to the same channel, but they have a different name of the event. To assign a handler to a specific event and not to all messages in the channel, we first specify the channel name and then put a point and write the name of the event. Thus, the following code puts two functions each of which processes its type of events from the same channel.

<code php>
// Subscribing to the notification about users’ login
CometServer().subscription("loginPipe.userLogin", function(msg)
{
    // Adding a notification to the tape of messages
    $("#WebChatFormForm").append("<p>User <b>"+msg.data.name+"</b> entered a chat</p>");
});

// Subscribing to the notification about users’ logout
CometServer().subscription("loginPipe.userExit", function(msg)
{
    // Adding a notification to the tape of messages
    $("#WebChatFormForm").append("<p>User <i>"+msg.data.name+"</i> left a chat </p>");
});
</code>

[bookmark: _GoBack]That's all; we considered an example of creating a simple chat on php. The comet server allowed to greatly simplify the creation of a chat on php.

